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ABSTRACT
Objective: To implement a dynamic data management and control framework that meets the multiple demands
of high data quality, rigorous information technology security, and flexibility to continuously incorporate new
methodology for a large disease registry.
Materials and Methods: Guided by relevant sections of the COBIT framework and ISO 27001 standard, we created a data control framework supporting high-quality real-world data (RWD) studies in multiple disease areas.
We first mapped and described the entire data journey and identified potential risks for data loss or inconsistencies. Based on this map, we implemented a control framework adhering to best practices and tested its effectiveness through an analysis of random data samples. An internal strategy board was set up to regularly identify and implement potential improvements.
Results: We herein describe the implementation of a data management and control framework for multiple sclerosis, one disease area in the NeuroTransData (NTD) registry that exemplifies the dynamic needs for highquality RWD analysis. Regular manual and automated analysis of random data samples at multiple checkpoints
guided the development and implementation of the framework and continue to ensure timely identification of
potential threats to data accuracy.
Discussion and conclusions: High-quality RWD, especially those derived from long-term disease registries, are
of increasing importance from regulatory and reimbursement perspectives, requiring owners to provide data of
comparable quality to clinical trials. The framework presented herein responds to the call for transparency in
real-world analyses and allows doctors and patients to experience an immediate benefit of the collected data
for individualized optimal care.
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Implementation of a data control framework to ensure
confidentiality, integrity, and availability of high-quality
real-world data (RWD) in the NeuroTransData (NTD)
registry
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INTRODUCTION
Background and significance
There is an urgent need for real-world data (RWD) to fill the information gap between randomized controlled trials (RCTs) and evidence based, post-registration clinical use of innovative treatments
in increasingly complex disease landscapes.1,2 Analysis of fit-forpurpose RWD can address long-term information gaps on comparative effectiveness and post-authorization safety.3,4 It can also answer
questions on patient segmentation, treatment pathways, resource allocation, and pharmacoeconomic issues for health-policy decisions
and regulatory affairs. As in RCTs, high integrity and transparent
quality of RWD are the foundation for valid and meaningful results.
Because data capturing and analysis must be integrated in daily
practice of multiple centers with different environments, qualifications, work processes, and time constraints, RWD acquisition
encompasses specific challenges. While RCTs have long been governed by established Good-Clinical-Practice (GCP) standards that
are monitored during the study, RWD capture and management is
still a developing field. To work toward common standards, pharmaceutical regulators recently embarked on the definition of acceptable RWD operational processes. In December 2021, the US Food
and Drug Administration (FDA) released a new draft guidance for
industry regarding the use of RWD and real-world evidence
(RWE),5,6 and in October 2021, the European Medical Agency
(EMA) issued novel guidance on registry-based studies.7,8
We identified 4 critical “pillars” of a solid large-scale registry
that can respond to the demands of regulators and mitigate known
challenges to RWD collection: (1) data management procedures
need to be sufficiently nimble to allow for fast learning and support
individual treatment decisions yet robust enough to guarantee high
data quality; (2) the registry needs to be large and representative of
the population of interest; (3) biases (eg, selection bias, unknown
confounders) need to be accounted for to compensate for the lack of
randomization in RWE studies, and (4) all analyses conducted on
the data need to be logged and reported, including feasibility studies,
to support full transparency. We herein address the first of these pillars by reporting on the design and implementation of a data process
and control framework. The other 3 pillars will be the topic of separate publications (manuscripts in preparation).

comprehensive state-of-the-art care with large patient numbers,
which is monitored via yearly certification based on ISO norm
9001. The company currently consists of 60 practices and 120 partners. Each year, more than 600 000 patients are treated by the network’s practices. Since 2008, the NTD network has built disease
registries currently active in the indications of bipolar disorder, dementia, epilepsy, migraine, multiple sclerosis (MS), Parkinson’s disease and movement disorders, depression, and schizophrenia. The
most extensive registry covers MS with 25 242 MS patients currently
documented and an average observation period of 6.11 years.
To satisfy stakeholder demands for timely delivery while adhering to the above operational standards, registries need to implement
state-of-the-art data process technology to ensure confidentiality, integrity, and availability of RWD. An effective data control framework is an essential requirement for the generation of timely highquality data. To this end, the NTD doctors’ network initiated a collaboration in 2016 with health data management experts at a data
processing site (DPS), managed by PricewaterhouseCoopers AG in
Zurich, Switzerland, to implement a data process and control framework for RWD captured daily in real-time during clinical visits in
neurological and psychiatric practices belonging to the NTD practice network in Germany.
Collaborating with the centers of excellence that constitute the
network, NTD links medical, content and patient-oriented aspects of
care, offering physicians and patients an integrated clinical decision
support environment (Figure 1). The core of this environment is the
DatabasE-aSsisted
Therapy
decIsioN
support
sYstem
(“DESTINYV”),10 jointly developed by NTD and the DPS. The NTD
disease registry databases provide the technical and organizational
foundation for this multi-modular patient management system,
which enables bidirectional data exchange. DESTINYV supports
communication between physicians and patients and encourages active involvement of the patient in data documentation processes.
The DPS regularly performs data analyses based on pre-defined
study protocols to allow stakeholders (eg, clinicians, scientists, pharmaceutical companies, pharmacies, healthcare providers, regulatory
authorities) to gain meaningful insights from the registry’s large-scale
datasets, the timely generation and delivery of which is critical to its
usefulness.11,12 In the field of MS, the clinical utility includes the development and continuous support of several clinical support tools, including PHRENDV,13 a personalized predictive algorithm for therapy
optimization in relapsing remitting MS and an algorithm to evaluate
the risk of progression to secondary progressive MS. The algorithms
are based on the registry data and updated every quarter to support
the shared clinical decision process of doctors and their patients
through the DESTINYV patient management platform (Figure 1).
R

R

R

NTD real-world disease registry database and patientmanagement system
NeuroTransData GmbH (NTD) is a nationwide network of doctors
in Germany in the field of neurology and psychiatry.9 Partners in the
network are recruited from modern, digitalized practices providing

R
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Lay Summary
Workflows of doctors treating patients in medical offices have changed dramatically in recent years. Computers have
replaced paper files, and physicians rely on sophisticated digital systems to keep track of data from many sources, including
laboratory results and patient-reported outcomes collected using tablets and smartphones. Data collected through these
efforts are termed “real-world” data, because they reflect actual healthcare encounters in daily practice. Too often, such
data constitute an untapped resource for learning, because the results from individual patients are kept decentralized. When
kept separately, it is not possible to understand if certain groups of patients may respond better or worse to certain treatments. Physicians in the NeuroTransData network in Germany decided to remove the barriers for learning by connecting
their practices. They now all contribute data to a central data collection called a “registry.” Personally identifying information
is replaced with codes to protect privacy, and the data are checked automatically for errors to ensure that no mistakes are
introduced. We describe the processes to collect, handle, and analyze real-world data in this network to support scientific
studies with data of high quality and to allow insights derived from the data to directly benefit the patients in the network.
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MATERIALS AND METHODS

RESULTS

Mapping the data journey

Complete maps of the data journey

Understanding data processing and identifying potential threats in
data handling are fundamental first steps of the development of a
control framework. We therefore first created detailed maps of the
entire data flow. As shown in the overview presented in Figure 1,
the data process starts with the data input coming from NTD network practices and ends after data model output derived at the DPS
feeds back into DESTINYV to assist in treatment decision-making.
The detailed maps created in this process were then used as the basis
for the control framework.

Overviews
Figure 2 provides a generic summary of the data journey from input
to analysis, while Figure 3 shows specific elements from the field of
MS that includes the calculation of the PHRENDV treatment optimization algorithm made available not only to NTD members but also
external users through a stand-alone web-based application (https://
phrend.neurotransdata.com; user registration through the following
website: https://www.neurotransdata.com/en/destiny#phrend).

R

Implementation of the data control network
After mapping the data journey, we systematically identified potential risks for data loss or inconsistencies in each step of the journey.
We then created the data control framework based on relevant sections of the COBIT14 and ISO 2700115 standards and implemented
the following 5 elements:
1.
2.
3.
4.
5.

Access and change management
Business continuity management
Data operations regarding data input
Transfer of patient data
Controls for completeness and accuracy

By systematically applying this framework to the mapped process, we evaluated whether the controls adhered to best practices described in COBIT and ISO 27001 to ensure the confidentiality,
integrity, and availability of data from the registry. To test the effectiveness of the controls, random data samples were taken and analyzed during the creation process of the framework, and these
checks are now being conducted on a regular basis.

Creation of a strategy board
To monitor the implementation and continuous evolution of the
framework, we created an internal strategy board to review the
results and regularly assess and implement potential improvements.
Board members include medical doctors, data scientists, mathematicians and statisticians, and project management leaders of the registry and the DPS; meetings are being held every 3 months.

R

Patient ID management and pseudonymization process
NTD does not have any access to personal patient information collected by the member practices, which pseudonymize the data before
saving them to the NTD registry database (Figure 1). Each medical
data record stored in the NTD database (registry) thus has a randomized unique identifier (PUID), which is used to assign data to
the patient. Based on this PUID, pseudonymized data from different
sources are assignable to the correct patient. The encryption keys
linking the patients with their identifiable data are managed by the
Institute for medical information processing, biometry, and epidemiology (Institut für medizinische Informationsverarbeitung, Biometrie
und Epidemiologie [IBE]) at the Ludwig Maximilians University in
Munich, Germany, acting as an external honest broker.
All data acquisition and management protocols were approved by
the ethical committee of the Bavarian Medical Board (Bayerische
Landes€
arztekammer; June 14, 2012, ID 11144) and re-approved by
the ethical committee of the Medical Board North-Rhine
€
(Arztekammer
Nordrhein, April 15, 2017, ID 2017071). Compliance
with European and German legislation (General Data Protection Regulation [GDPR], Bundesdatenschutzgesetz [BDSG]), including patient
rights and informed consent requirements, is documented in detail in
an internal data security handbook and confirmed in yearly audits.
Data entry and pseudonymization process and entry into the NTD
registry database
The data processing system provides different methods to collect
data from different sources during routine patient care in the daily
work of the NTD medical practices. Data are either automatically
uploaded (eg, laboratory data) or entered manually into the database via the web-based platform DESTINYV.
R
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Figure 1. Overview of the components of the registry and analytic site and the data flow in the field of multiple sclerosis (MS). Results from predictive modeling feedV
back into the DatabasE-aSsisted Therapy decIsioN support sYstem (DESTINY ) every 3 months to support treatment decision making in the real world. DPS: data
€t; NTD: NeuroTransData; PUID: patient unique identifier; SPMS: secondary progressive multiple sclerosis.
processing site; LMU: Ludwig Maximilians Universita
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•

Automated data input
• Data from external sources (eg, laboratory results, patientreported outcomes) is uploaded automatically into the NTD
database. NTD provides an application programming interface (API) which is used for the different sources. To assign
the data to the correct patient, the PUID is mandatory for the
API which uses different methods to ensure data security:
䊏 Transport Layer Security/Secure Sockets Layer (TLS/
SSL)-encryption: transport-layer encryption with
state-of-the-art cipher suites is implemented.
䊏 Authentication information: for every automated input, an authentication field is necessary.
• Due to this security process, access to the data is restricted
and an authentication key is needed to send data via the

•

API. The authentication keys required to write data into
the database are managed by NTD, so that only data from
intended sources can be loaded into the database.
Manual data input
• Data collected at the doctors’ practices are entered manually into the database via a modern, browser-based singlepage application.
䊏 The user interface and the backend with the database
are encrypted via TLS/SSL.
䊏 Doctors and nurses must authenticate with personal
credentials to view or insert data of visits and results
of diagnostic exams in the registry database.
䊏 Dropdown menus ensure consistency regarding nomenclature and avoid typos during entry.
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Figure 2. Journey of real-world data from capturing in the NTD registry to analysis at the DPS. Diamonds indicate checkpoints of the data control framework. (1)
Already during the data collection process, dropdown menus ensure consistency during the input procedures and multiple automated checks ensure that accurate data are uploaded to the server. (2) The data transfer process from the registry to the data processing site (DPS) contains multiple checkpoints to ensure the
integrity of the transfer. (3) After arriving at the DPS, the data are uploaded into a secure and strictly access-controlled structured query language (SQL) database
V
and undergo additional control steps in a process that ends with a dataset ready for analysis. DESTINY : DatabasE-aSsisted Therapy decIsioN support sYstem;
DPS: data processing site; NTD: NeuroTransData.
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䊏

Free-text input fields (eg, measured values) are
checked upon entering based on regular expression
patterns.
• Logs are written for each database change, constituting a
complete audit trail of all data entered in the database.
Automated and manual data inputs occur through an application
programming interface (API) and a web interface, the front-end of
the DESTINYV platform. Core data sets have been defined for each
indication, which are requested to be captured when the patient is
first included into the registry and at every visit afterwards. Data inR

put and registry databases are managed by dedicated departments of
the NTD administration and NTD IT services, respectively. Detailed
user handbooks for the different systems are available and updated
regularly as part of the ISO 9001 certification and GDPR compliance processes.

Data backup
The NTD registry has an implemented backup procedure and data
restorage plan. The databases, which are hosted by an external pro-
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Figure 3. Analysis process in an example from multiple sclerosis (MS). Diamonds indicate checkpoints of the data control framework. After arriving at the DPS,
the files undergo multiple checks based on version-controlled scripts written in the programming language R. Errors discovered in these checks lead to exclusion
of records from further processes. The clean data are then passed on to the next step and used to calculate the new model parameters. The processes that update
the model also occur in a version-controlled (“GIT”) environment to ensure that a complete audit trail of changes is available. The updated App with new model
predictions then undergoes series of tests for feasibility before the final version is uploaded to the public website.
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vider, are backed up daily. The encrypted and compressed database
backup archives are stored locally and are synced to an (offsite)
cloud storage.
Transfer of the data from the registry to the DPS
Once every quarter of the year, the registry data are extracted by
NTD as a set of flat files from the restored backup of the first day of
each quarter (Figure 2). The extracted files are uploaded to a secured
web-transfer platform provided and run by the DPS.

Detailed data journey characteristics using the example of MS
Using the example of MS, Figure 3 shows the detailed data flow to
process quarterly data exports and generate parameters for the treatment optimization algorithm (PHRENDV) available through the
DESTINYV platform. The process starts with further data preparation and ends with steps to update the predictive model and the
web-based treatment-optimization application.
The NTD data dictionary for the MS registry is updated regularly and contains all items featured in the registry database. Patientrelated outcomes, clinical variables, co-morbidities, medications, adverse events, socio-economic parameters, and family planning or
pregnancies are captured in real time during clinical visits, including
the MS core data set (eg, ICD-10 codes, anatomical therapeutic
chemical [ATC] medication codes) as recommended by the European medical agency (EMA/548474/2017).16 MedDRA adverse
events coding is currently being implemented and will be available
in 2022.
Each module contains information on a specific topic divided in
items. The imported data within the database is transformed as a
preparation step for the model fitting in R, results of which are used
in the PHRENDV web-based application. In this process, the dictionary data is joined to the master data by the item ID. The data are
then denormalized, preparing 1 table per module (ie, patient data,
visit data, incidence data, and therapy data).
R

R

Implemented controls for data input
Data input into the NTD database is controlled by automatically
implemented measures and regularly conducted manual controls
during the ISO 9001 audits. For each data transferred automatically
to the database, performance testing of the API is completed. Furthermore, data transfer is only possible when the User ID and the
PUID are correct to ensure that automatically processed data are
consistent and assigned to the correct patient.
Once in a year, an on-site primary source data monitoring takes
place in a randomly chosen sample of NTD offices, performed by an
external auditor commissioned by NTD. A random sample of 10
patients in each office is selected and consistency of source data documentation in the electronic health record and practice management
software system and in the NTD registry is investigated. This annual
source data monitoring is performed within the annual recertification for the ISO 9001 certification8 of NTD offices.
Furthermore, automatic quality assurance queries are in place
for all data entries. The objective of these controls, examples of
which are shown in Table 1, is to identify inconsistencies, gaps, or
erroneous data. A version control system of the automated controls
running on the database is in place for documentation purposes and
internal governance.
Missing data trigger notifications in a weekly report shown to
the doctor in the registry web-application dashboard in contextspecific form (eg, the doctors can see all alerts that correspond to a
given patient) to support data completeness.

Monitoring of data backup quality
Access to the backups is limited to the NTD IT team. The backups
are tested on a quarterly basis by NTD’s IT service employees during
the process of data transfer to the DPS.

R

Data quality controls
Overview of the control framework at NTD
The purpose of the framework is to ensure that the data is stored securely (“confidentiality”), cannot be accidentally modified in unpredicted ways (“integrity”) and is ready for analyses in a timely
manner (“availability”). At the NTD registry, the data quality
framework is characterized by 3 components:
1. Identification of quantitative data quality key performance indicators (KPIs);
2. A data governance framework including processes and controls;
and
3. Implementation of an actionable data quality dashboard in
DESTINYV.
R

Access management
Roles and responsibilities for the data journey are defined and an inventory of involved staff and systems exists. Based on these roles, access rights to the individual systems (ie, code repositories, servers,
data) are provided. Up-to-date lists of active users per systems are
reviewed regularly.

Data quality controls at the management level
NTD has implemented the following measures to mitigate risks
while capturing and processing the data:
•

•

Implementation of standardized user interfaces and masks for
data entry and data definitions to avoid inconsistencies during
entry.
IT support provided for all users and error management is in
place. In an NTD-internal online forum, questions on functionalities are answered and detailed information on specific workflows of DESTINYV are documented.
R
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Overview of the system landscape at the DPS
The DPS processes the data in a virtual desktop environment with
restricted access (Figure 2). All data remain pseudonymized and
stored on an internal server with closely monitored access and read/
write restrictions. All activity is logged by the system administrators.
Additional structured query language (SQL) audit logs can be turned
on for individual projects to keep track of changes of data tables
and create complete records of all analyses conducted on a specific
dataset. A commercial database management system is used for the
preparation, cleaning, and transformation of the raw data.

As part of the implementation process of the data control framework, KPIs were identified to monitor the integrity of the registry
data, and processes were put in place to monitor their results and
track changes in the indicators over time. The data governance
framework ensured that all mapped processes had assigned owners
and quality metrics assigned, and the dashboard finally ensured that
any errors identified in the data checking processes could be
addressed by NTD members in a systematic and timely manner.

JAMIA Open, 2022, Vol. 5, No. 1

Table 1. Example of quality assurance queries
Example messages

Error

[Medication name] was prescribed and canceled on the
same day ([date]).
[Medication name] was canceled on [Date] without giving a discontinuation reason.
Relapse without date.
Anamnesis: The first diagnosis ([Date]) cannot possibly
be before a first manifestation ([Date]).
No first diagnosis date found.
Patient did not have any visit in the last quarter.
The patient does not have a single visit. Please complete
the relevant core data sections or delete the patient.

Information
Warning

•

•
•
•

The version history for the registry database with information
about added or changed features and solved bugs is also available in the forum.
Processes are described and available for all users and regular
training sessions are provided.
Availability of resources for data management and security is
checked regularly.
A joint registry steering committee meets to check and discuss
data quality issues.

Data controls for the transfer from the registry to the dedicated DPS
Each step of the transfer of data from NTD to the DPS follows a regulated and fully documented process. Once every quarter of the
year, the registry data are extracted by NTD as a set of flat files
from a database backup. A control is implemented to ensure completeness and accuracy of the data export. The change in data quantity is recorded per number of entries, patients, visits, and therapies.
A consistent increase of data over time indicates timely data capture
and constant data density, and deviations from the expected increase
can be identified and investigated.
Data preparation process
All code for the data preparation process is stored on versioncontrolled repositories stored in access-controlled servers on DPS
premises with clearly assigned roles and responsibilities for each
step of the process. Only the directly responsible staff members at
the DPS have access to the web-transfer platform to download the
data. Access to the data is limited only to relevant persons throughout the entire transfer process.

The data preparation process now starts via a set of SQL scripts
performing data cleaning and transformation. Duplicate records are
identified and removed by comparing all attributes. For all data
tables, additional data cleaning steps are performed based on plausibility checks: in these checks, records are removed based on either
missing information or implausible dates (eg, diagnosis dates in the
future).

Plausibility of results
Once the process is finished, an analysis of change (AoC) is being
performed on the original and the cleaned data to compare the
cleaning process for each quarter and the development of the main
modules, ie, number of patients, therapies, events, relapses, and visits. In case these changes are not plausible, a cross check with NTD
is performed using the issue-tracking system (eg, an office may have
conducted an enrollment initiative).

Change management using agile processes
Changes made are defined and collected as requirements and shared
among the joint NTD and DPS strategy board. New requirements
are either added by the DPS or NTD and agreed upon in quarterly
status update meetings. Changes are discussed, authorized, and prioritized by the strategy board. The change requests are then translated into technical requirements and saved within an issue tracking
system. A project timeline is created according to preliminary time
estimations and the work is planned assigned to sprints according to
the priorities. The version-controlled code files have restricted access. Each change to the source code is tracked and connected to a
change request. Changes are deployed on the test environment and
must be validated by the strategy board before they can be deployed
in production.
Following this process, changes are implemented and reviewed.
Results are discussed with the respective product and process owners and then presented to the NTD stakeholders for feedback. If approved, the code changes are implemented and deployed in a
version-controlled repository and used for the new quarterly update.
A sprint is considered complete when all changes have been
deployed to the test server and at least 3 NTD stakeholders have
confirmed the correct functionality. Once the final quality-check
gate is passed, the release is deployed to the production system.

DISCUSSION
Importance of high-quality data

Controls for data processing at the DPS
After downloading the flat files generated by NTD, checks for accuracy and completeness are performed by the DPS based on the
checksum string of the downloaded data package. All file sizes are
also compared to the sizes of the last quarter using an automated Rscript, since the file size should increase steadily. The reconciliation
results are then stored.
If all data import controls have been passed, the flat files are
imported by a bulk insert statement as part of a set of SQL scripts to
a dedicated database management system, whereby each year’s data
is stored in a separated database. The bulk insert statement is stored
on a version-controlled repository and manually executed. A further
completeness check is performed after the data import, whereby the
export summary report provided by NTD is compared to the
imported data.

The requirements by payers to demonstrate a treatment’s costeffectiveness have increased for pharma companies, and the healthcare sector is increasingly required to measure and demonstrate
patient-related outcomes. Although RCTs still represent the gold
standard for evidence and regulatory decision-making regarding a
drug’s tolerability, efficacy and outcomes, regulators are increasingly open to RWD/RWE as important source of information in
post-authorization processes. In addition, doctors require highquality data to make decisions about optimal individual care in an
increasingly complex treatment landscape. The example of MS, an
indication with a plethora of treatment alternatives in which doctors
may struggle to identify the best treatment choice for individual
patients, illustrates the need for timely data generation to support
the feedback loop providing quarterly updates of the clinical decision support algorithms to DESTINYV and to support shared treatR
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ment decision making during visits of individual patients in a timely
manner.
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Need for a robust data control framework
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